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Birinci Bolum: Resmi belgelerin dizenlenmesi
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Yetkinin dizenlenmesi - Arama izni
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Yetkinin duzenlenmesi - Arama 1zni

Court of your Capital City
Criminal section
Cabinet of Judge In order to make the search as described above possible, authorisation is granted:

John DOE

temporarily suspend any security of the computer systems concerned, where
appropriate by means of technical devices, false signals, false keys or false qualities;
introduce technical means into the relevant computer systems in order to decipher
and decode the data stored, processed or transmitted by those systems.

With regard to the data found in an IT system as a result of the extension of the search, which
File No : 123456789 are useful for the same purposes as the seizure, Article 39bis § 6 Sv.
Note No : 987654321

Obligation No: 1 Thus granted on today's date,

PRO JUSTICE
CODE OF CRIMINAL PROCEDURE
NETWORK SEARCH {

Subject: Judicial enquiry into the facts qualified as:

Membership of a terrorist group

We, John DOE, judge of the court of first instance;

Having regard to Articles 39bis and 88ter of the Code of Criminal Procedure;

Orders that the following search be carried out in all or part of a computer system: more /
specifically, in Mr Bob's computer (laptop DELL Latitude E5570);

In order to be traced and seized there: the information and computer documents created
which may serve to establish the truth about the fact(s) described above;

Itis also necessary to extend this search to the computer systems, or part of them, which are
located in a different place from where the search takes place, now that it is suspected that
computer networks are being used, as research has shown that the DELL Latitude ES570
laptop is connected to a NAS server;

This search is necessary in order to reveal the truth about the crime that is the subject of the

The fact that measures other than this search would be disproportionate, or that there is a
risk that evidence would be lost without it: otherwise, multiple searches would have to be
carried out in the places where the digital information could be stored, not yet known to the
investigation; given the volatility of the digital information, this search is necessary in order to
seize this digital data; finally, given the concerns of the suspects, who have the possibility of
deleting or modifying the digital data, this search is necessary in order to seize this digital data;

The extension of the search in a computer system ordered by our office must not extend
beyond the computer systems or parts thereof to which the persons entitled to use the
computer system under investigation in particular have access; that this condition can be  /
by the following use will be made of the access that the DELL_}~
Latitude E5570 laptop has already opened, making it certain that this is also the acg z '}\,
by the suspect Bob;
POF

Network search
19 BC

If it emerges that the information sought is not on the territory of the State, it
copied;
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Arama Oncesi Planlama: Bilgi Toplama
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Arama Oncesi Planlama: Bilgi Toplama
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Arama Oncesi Planlama: Kapsam




Arama Oncesi Planlama: Kapsam

Kapsam ve beklentiler

Ekipman ve

ar a- |

Herol akapsmaa

pornografisi?
Ekibi secin

t anéml ay)|

Kk-pest
tehlikeye
at él me

Yedekp | ané
unut mayeén




Arama Oncesi Planlama: Metodoloji

MetodolojiyiGe |l 1 Kt 1 r I |




aSi2R2f 22A&A

Canli adli veri metodolojisine iligkin hususlar




Uciinct Bolum - Arama Oncesi Bilgilendirme
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Arama Oncesi Bilgilendirme

Arama ekibinin bilgilendiriimesi

A Depolamao r t a ntéannéénm| ghiyalactha@zlar)

A Elektronik delillering ¢ v e n | si g i | na nfdeldleri@
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AKi ki darannmvaluénane Kk y a elkanal ma s é
(Sistematik olun - Belgelendirin)

A Formun dol dur ul
Searching for Evidence

« Systematic pattern for searching so no aren
goes unsaarched

« Single Investigator: search in grud pattern,
linear pattern, or spiral pattern

* Group of Investigators: linear patiern, zone
pattern, quadrant pattern

» Materials needed” additional Lght
sourceaflashlight for examination for trace
evidence, forosps for collecting evidence

* Dhlyque lighting'

* Praction




Arama Oncesi Bilgilendirme
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6.4  Report for forensic ysis of Y , 1
data and digital devices
8 | Deseription on how
[1 T pate and time [ the computer
systems or digital
devices were
2 | Location/address and sealed
where the activity is
9 | Identification of the
computer systems or
‘ 3 ‘ Reference/Case ‘ digital devices to be
number forensically analysed
‘ 4 ‘ Authority In charge ‘ 10 | Identification of the | if appiicable
with the case hardware
devices/software
used to clone
5 | Reference/number of (imaging) the
computer data
the
Authorization/Court
Order and Issuing
11 | Date and time when | if applicable
the cloning
(imaging)
6 | Identification of the started/ended
person/persons
conducting the
activity 12 | Description of the if applicabie
storage media used
to export the results
7 | Identification of the | people iaentifiea/arriving at the location obtained following
person/persons the cloning
assisting in the suspect/s
activity
witness/s
13 | Identification of the
Jonyerss hardware
devices/software
ers applications used for
the forensic analysis




